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1. SHODAN HISTORY AND TECHNOLOGY 
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SERVICES BY THE NUMBERS 
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2. GENERAL OBSERVATIONS 
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- ANONYMOUS 
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MIND SHARE VS MARKET SHARE 
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POPULAR WEBSERVERS VS EVERYTHING ELSE 
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ROMPAGER > MICROSOFT-IIS 
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3. CONSUMER DEVICES 
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4. INDUSTRIAL INTERNET 
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Dan Tentler 











Dan Tentler 









“An undocumented backdoor account exists within all released 

versions of RuggedCom's Rugged Operating System (ROS®).  

The username for the account, which cannot be disabled, is 

"factory" and its password is dynamically generated based on 

the device's MAC address.” 

                  - Justin Clarke 





Shodan  ICS-CERT  Owners 









“ 

” 

… ALLOWS BUSINESS SYSTEMS TO ACCESS 

PRODUCTION DATA NOT JUST FROM 

ANYWHERE ON THE PLANT FLOOR, BUT FROM 

ANYWHERE IN THE WORLD. 

- SCHNEIDER WEBSITE 







“ 

” 

IF A USER CHANGES THEIR PASSWORD TO A 

NEW PASSWORD THAT INCLUDES A SPECIAL 

CHARACTER, THE PASSWORD MAY 

AUTOMATICALLY BE RESET TO “100” 

- BILLY RIOS 















Dan Tentler 







WRAPPING IT UP 














