INTERNET CARTOGRAPRHY

USING SHODAN TO EXPLORE UNCHARTED TERRITORY
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AGENDA

1. SHODAN HISTORY AND TECHNOLOGY
2. GENERAL OBSERVATIONS

3. CONSUMER DEVICES

4. INDUSTRIAL INTERNET






SEARCH ENGINE OF INTERNET-CONNECTED DEVICES



GOOGLE FINDS WEBSITES

SHODAN FINDS DEVICES



% SHODAN

Home Search Directory Data Analytics/ Exports Developer Center

EXPOSE ONLINE DEVICES. o

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.
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Popular Search Queries:
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Shodan pinpoints shoddy industrial It greatly lowers the technical bar 'Shodan for Penetration Testers' It's a reminder to many to know what's

controls. needed to canvas the Internet... presented at DEF CON 18 on your network...

The & Register’ threat(pos DEFCN dark READING

By s M s A T ’ . eer o3 ALsony

Shodan is the Google for hackers. Shodan vereinfacht die Suche nach Firmen offnen Stuxnet und Co. selbst  Computerangriffe werden einfacher.

SCADA-Systeme erheblich... die Tiir. Zumindest fiir die Nutzer von Shodan.
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Main Exploits Research Videos Settings Logout

% SHODAN searcn

Home Search Directory Data Analytics! Exports Developer Center Labs

4+ Add to Directory Il Export Data
Results 1-10 of about 18163 for cisco-ios 200

Services 196.220.249.243
HTTP 15 031 Uniwversity of Lagos TTE/1.0 200 OK
HTTPS 2948 B Lagos Date: Tue, 16 har 1593 15:07:15 GMT
HTTP Alternate 9 Details Server: clsco-10S
Telnet 5 Connection: elose
Transfer-Encoding: chunked
Content-Twpe: text/html
Top Countries Expirss: Tue, 16 Mar 1993 18:07:15 GAMT
United States 4785 Last-Modified: Tue, 16 Mar 1963 18:07:15 GMT
China 921 Cache-Control: no-stors, no-cachs, must-revalidats
Brazil 898 Accept-Ranges: nons
[taly 7aa
United Kingdom T2T
84.10.235.141
Neostrada Plus TTE/1.0 200 OK
Top Cities o Byiom Date: Sat, 22 Sep 2007 05:03:27 GMT
Beijing 342 Details Eerver: cisco-IOS
Seoul 314 Connection: close
Rio De Janeiro a0 Content-Length: 45535
Santo Domingo 201 Content-Twpe: text/html
Singapore 195 Expires: 8at, 22 S2p 2007 05:03:27 GMT
Last-Modified: Sat, 22 32p 2007 05:03:27 GMT

Cache-Control: no-store, no-cache, must-revalidats

TCIP Drganizatinns
Uninet 5.A. de C.V.
Mundivox do Brasil Ltda
Korea Telecom
Compalfffdufifda Dom...
University of Lagos

Accept-Ranges: nons

.
= 0

BudalSP Home Page
91.120.247.63 TTE/1.0 200 OE

GT5 Hungary Telecommunications o -,.b B . o . —
Limited Liability C Date: Fri, 26 hiar 1583 16:20:16 UTC
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