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Cybercriminals < —>Money

Nation states are driven by
Espionage. Sabotage. Cyberwar.
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2010 - Stuxnet
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First known Cyberweapon



2011 - Duqu

DUQ U

Sophisticated. Stealthy. Elusive.
Nation state sponsored cyber-espionage.



2012 - Flame




2013 - Red October
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October 2012

Source: KL customer in a EU country



Exploits — Chinese origin

EXIF METADATA

MIMEType
Company
ModifyDate
TitleofParts
Author
CodePage

Title

AppVersion
LastModifiedBy
HeadingPairs
HyperlinksChanged
CreateDate
FileType

Software

: application/vnd.ms-excel

: Sheetl

: 11.9999

- qq
- 272727277, 1

: No

: 1996:12:17 01:32:42
: XLS

: Microsoft Excel



Operation “Red October”

Victims of advanced cyber-espionage network
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Filenames used in attacks

Katyn_-_opinia_Rosjan.xls

WORK PLAN (APRIL-JUNE 2011).xls
EEAS-Staff New contact list (05-25-2011).xls
tactlist_05-05-2011_.8634.xls

EEAS New contact list (05-05-2011).xls
Agenda Telefoane institutii si ministere 2011.xls
FIEO contacts update.xls

spisok sotrudnikov.xls

List of shahids.xls

Spravochnik.xls

EEAS New contact list (05-05-2011) (2).xls



Diplomatic car for sale

B |
MODEL: Mazda 323- 1998 DISPLACEMENT: 1800 cc
TRANSMISSION: Automatic FUEL: Benzin
MILEAGE: 145.000 km

Power Steering - Electric Windows - AM/FM Stereo-
Electric Mirrors - Air Conditioning - Remote central
locking with Alarm - Extra snow tires.

PRICE: 2.700 $ (USD)

CONTACT: &&&&&E&EE& -~ &&&E&EE&E&EE&ES




C&C comms
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ht-windows-online.com;nt-windows-update.com;nt-windows-check.com

>TART DARTA

BEGIN DATA

END OF DATA /cgi-bin/nt/th Kkernel32.dll RegisterServiceProcess \ \
\  .exe wh wbh dll wb BestCrypt Software\Microsoft\llindows\CurrentUersio
n\Run \  %c:\ PN ke AIG4u . . Trun ProgramFilesDir Soft
ware\Microsofti\llindows\CurrentUersion CommonFilesDir Software\Microsoft\llindo
ws\CurrentUersion AppData SystemDrive Software\Microsoft\lindows\CurrentUersio
n\Explorer\Shell Folders ALLUSERSPROFILE SystemRoot ProgramFiles UserProf
ile Temp \Windows NT \Windows NT\Accessories \lWindows NT\Pinball \Windows Med
ia Player \lWeb Publish \Outlook Express \Microsoft Office\0fficelO\Data
\Microsoft Office\0fficel® \Microsoft Frontpage \Internet Explorer \ComPlus
Applications \Microsoft Shared\MsInfo \Microsoft Shared\Officel® \Proof



Domain name: nt-windows-online.com

Name servers:
nsl.nameself.com
hsZ2.nameself.com

Registrar: Regtime Ltd.
Creation date: 2011-04-01
Expiration date: 2013-04-01

Registrant:

Ustuygov Denis Egorovich
Email: ustuygov_d@mail.ru
Organization: Ustuygov Denis
Address: Povorotnikova 19
City: Omsk

State: Omskaja obl.

ZIP: 644015

Country: RU
Phone: +7.3812557380
Fax: +7.3812557380




Servers in Germany

IP Information for 178.63.203.49:

IP Location: HGer'rT|ar'|'=,-' Nuremberg Hetzner Online Ag

2 websites use this address. (examples: genuine-check.com

- - - -
nt-windows-online.com)




Red October C2s

Oldest known domain: May 2007

Newest known domain: October 2012

Total: domains
Sinkholed by KL: 9



First hit to msgenuine.net

msgenuine.net - [19/Nov/2012:13:07:55 +0000]
"POST http://msgenuine.net/cgi-bin/view HTTP/1.1" 200 98

m wmn mnp

inetnum: 5.144.192.0 - 5.144.223.255

hetname: COSMOTE

descr: Cosmote Mobile Telecommunications S.A.
descr: Cosmote Internet Services

descr: APN internet

country:

admin-c: CIA19-RIPE

tech-c: CIA19-RIPE

status: ASSIGNED PA

mnt-by: COSMOTE-MNT

source: RIPE # Filtered



Red October C2 infrastructure

Victims Proxies

Russia, | eadertelecom

IP: 141.101.239.225

Germany, Hetzner

IP: 178.63.208.49
188.40.19.247
78.46.173.15
88.198.30.44
88.198.85.161
92.53.105.40

Austria, Edis GmbH

IP: 37.235.54.48

Motherships
or 2nd proxy

Germany, Hetzner

IP: 178.63.208.63

Russia, i7 LTD

IP: 91.226.31.40

Russia, Relink (Unknown}

Real C2

il

Rocra C2 Infrastructure
© 1997 - 2012 Kaspersky Lab ZAO

IP: 314145139



Red October’s
modules:

maybe not all...
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w? - “online” module: all data is sent to
wi - “offline” module; no netw

Ax - module with embedded script
8 - module with all values hardcoded.

COMIMUNICE
onfig in resource named “AAA";

Summary
(uery system software environment

L:et general information about current Windows
machine and a‘u'ailable remote nE-'[wc:rlr shares

I|:1|ng from remote shares available in Windows
network neighborhood
Grab directory/file listings of all drives attached to the
Iocal system

the C&C; no local files cre
all data



USBStealer — Acid Crypto

sa=/pubring.*/ Acid Cryptofiler

- / secring. * / a8 Cot aricl ot orphelin 12 peu ou aucun ail 6 3 .
sa=/\.acidsca$/ Seronae & pETrEm—
sa=/\.aciddskS/

sa=/\.acidpvrS/

sa=/\.acidpprS/

sa=/\.acidssaS/

sa=/\\ACIDInstallv.*\.exeS/
sa=/\\ACIDdirInstallv.*\.exeS/

sa=/\\ \\V/



The other crypto software

. . i/l CHIASHUS M=
S a . / \ . XI a S / Dater  Emnztellungen Benutzer 5 ] Eatraz  Hilfe
— = Bundesamt Funktion
S a - / \o XI u S / * ' 1uur-II Eda::'u.eit nder Anwender: Hennes ‘W atertbohr "r;: Dateien ve
Informationstechnik . . . .
sa=/\.. S/
— g Drateien auzwahlen Auzmahl venserfen
sa=/\.xioS/
sa=/\.xigS/

3 Dateilen) ausgewahl:

Sozialamt Eleinwummede, «is

Abbrechen



Red October — language use

dwnfd_d??sﬁt, eax
short loc_ 402847
dword_ 46ES78

eax : ArgList

offset aCannotInjectZa ; "Cannot inject zakladka, Error: %u"
sub_403370

esp, 8

sub_404130

eax, 3

esl

ecx, [esp+21Ch+var_4]

ecx, esp

@ security_check_cookie@4 ; _ security_check_cookie(x)
esp, 21Ch

: CODE XREF: sub_4026E0+1311;
offset aZakladkalnject ; "Zakladka 1injected”

sub_ 403370
230h : s1z7e_t
0 : int

offset dword 477100 ; void *
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“Proga”?
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BOd) [%s5]...%s.ProcessRead ok!..
bF%s .SEARCH passnum[%d]...%s.Mo
52/dule magent.exe found..%s.ERR
OO 0OR Read Process...magent.exe.
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Conversation

: CMmeHa cTaTyca
Whoisprotect Bbl 3aKa3anu BblKAOYEHUE
ctatyca WhoisProtect

nomeHa msinfoonline.org. MNpown3sowna
OoWnbKa n cTatyc n3meHeH He bbin.

OnucaHue owmnbku: “There is already a A KaK MOXHO peLlnTb 3Ty
pending action for this order” npobnemy?

a Byem npobnema? Yto o3Hauvaet
"Domain msinfoonline.org sync failed:
OwwnbKa API peructpatopa: JIokasbHble
JaHHble He COBNAAatoT C peecTtpom' ???



The MiniDuke

Ukraine’s NATO Membership
Action Plan (MAP) Debates

POMNARS Eurasia Policy Memo No.

debates discussing th
member of the Euro-/

prraine’s National

appro Edﬁv igned by President
: { me a full NATO member. Given

an rights, and media freedoms within
as an element of Kuchma's multi-vector

volution, President
embership. NATO ly invi < to enter
into an “Intensified D | i ing i ius in Apri y eated
a forum to discuss Uk E
without prejudicing an eventual decision by the alliance. A meeting of the NATO-
[kraine Commission also agreed on a series of concrete and immediate measures to
enhance cooperation supporting Ukraine's reform priorities. Ukraine has pursued its

Ukraine’s Search for a
Regional Foreign Policy

One Year After the Or;

PONARS Policy Mew

?1’ declaration of Ukraine and Georgia in August 20 nd the
i

mmit of the widely-announced Community for Democratic Choice

spreading and maturing of democracy

values in the institutionally fragile and fragmented eastern Eu

margin. President shchenko proclaimed that Ukraine

be a regional leader after his inauguration in early 2005. However, the

content and instruments of this eventual leadership still remain unclear.
Ukraine want to follow a Russian model of leadership by pursuing

egoistic national interests? Or is it seeking a European model of leadership

based upon common values and the responsibility of larger states before

smaller ones?

s means strengthening the rule
ountry and




MiniDuke - Twitter
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MiniDuke — C2’s

194.38.160.153
Hungary arabooks.ch _ / /lib/index.php
Switzerland

95.128.72.24
Luxemburg artas.org / /engine/index.php
France

72.34.47.186
Belgium tsoftonline.com , / /views/index.php
United States

188.40.99.143
(Multiple) | www.eamtm.com / /piwik/web/index.php
Germany




tage 2 — GIF files
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Stage 3 — custom backdoor

IP Information for 200.63.46.23

IP Location: FPanama Panama Fanamaserver.com
ASN: # -
IP Address:

IP Location: ETur'L:'_E',-' Izmir Inetmar Internet Hizmetlern San

ASN: AS49
Resolve Host:
IP Address:

inetmar internet Hizmetleri -izmir
FREFEFFEETEERE 3 FEFFEREFE IR E T T ER
T
g * ok
ng,

In &k

AdAeal with (***
' * %k
0T DEAL WITH THE WHOLE IF BLOCK *xH

FEEEEREREREFRF R IR IR FEFERFRF R FFFFFFFFEFFEEEEEEE

TR




Clues - 666

(NS —

add esp, 400h
retn
CRC32 endp
dw B66
; START OF FUNCTION CHUNK FOR DecryptURLW1ithSHAL
cGetl12Bbytes: ; CODE XREF: DecryptURLWithSHAL1+51]

call Get12Bbytes
; END OF FUNCTION CHUNK FOR DecryptURLW1ithSHAL

dd @
dd BB34222Dh
dd BCFE7AE7Oh

11 a—Ers s al



Dante Alighieri

Affreno, allodetta, apparenza, artigli, assunta,
asterisk, augelletti, benedetto, brigata, caccianli,
calliope, cappuccio, cardini, carpone, chiamato,
chiameranno, cinquanta, cocolle, compagnia,
concederebbe, consolare, contraria, cornute...

(Divine Comedy)

3. Paradiso
. Purgatorio
1. Inferno

N




MiniDuke - summary

* Active since

e Victimsin (majority NATO)

* Government-related: Ukraine, Belgium,
Portugal, Romania, Czech Republic, Ireland,
Turkey, etc...

as “Red October”

— (or higher, according to Romania’ S.R.I.)



The trend:

number of ‘Black Swans’ is growing

@ Aurora ﬂ Stuxnet
Duqu + Flame
« Gauss

« miniFlame
« Shamoon

‘

o _ See: ‘Nassim Nicholas Taleb:
The Black Swan’



The 3 dangers of Cyberwar

' ldeas and techniques from cyberweapons
can be re-purposed and copied.

' Companies become collateral victims
In the cyberwar between superpowers.

’ Cybercriminals start using weaponized
exploits developed by or for governments.



The truth?

Threats are
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Corporate Threat Landscape

Threats from all angles




Defense?

Against military grade weapons, you want
the defense technologies.

Patch. Whitelist. Default Deny.
Exploit prevention. O-day defense.

Realtime protection. Cloud protection.

Perimeter. Green zone. Raise awareness.
Access control. Education.






