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Nation states are driven by something else. 

Espionage. Sabotage. Cyberwar. 

Cybercriminals Money 



2009 – The Aurora Operation 

Attacked: Google, Adobe, Juniper, Yahoo, 

Morgan Stanley, Dow Chemical, etc… 



2010 – Stuxnet 

First known Cyberweapon 



2011 – Duqu 

Sophisticated. Stealthy. Elusive. 

Nation state sponsored cyber-espionage. 

 



2012 – Flame 



2013 – Red October 



October 2012 

Source: KL customer in a EU country 



Exploits – Chinese origin 
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Filenames used in attacks 

• Katyn_-_opinia_Rosjan.xls 

• WORK PLAN (APRIL-JUNE 2011).xls 

• EEAS-Staff New contact list (05-25-2011).xls 

• tactlist_05-05-2011_.8634.xls 

• EEAS New contact list (05-05-2011).xls  

• Agenda Telefoane institutii si ministere 2011.xls 

• FIEO contacts update.xls 

• spisok sotrudnikov.xls 

• List of shahids.xls 

• Spravochnik.xls 

• EEAS New contact list (05-05-2011) (2).xls 





C&C comms 





Servers in Germany 



Red October C2s 

• Oldest known domain: May 2007 
 (msgenuine.net) 

• Newest known domain: October 2012 
 (drivers-check.com) 

 

• Total: +60 domains 

• Sinkholed by KL: 9 

 

 



First hit to msgenuine.net 

inetnum:        5.144.192.0 - 5.144.223.255 
netname:        COSMOTE 
descr:          Cosmote Mobile Telecommunications S.A. 
descr:          Cosmote Internet Services 
descr:          APN internet 
country:        Greece 
admin-c:        CIA19-RIPE 
tech-c:         CIA19-RIPE 
status:         ASSIGNED PA 
mnt-by:         COSMOTE-MNT 
source:         RIPE # Filtered 

5.144.210.x msgenuine.net - [19/Nov/2012:13:07:55 +0000] 
"POST http://msgenuine.net/cgi-bin/view HTTP/1.1" 200 98 
"-" "-” 
 



Red October C2 infrastructure 



Red October’s 
modules: 
 
34 types 
9 groups 
1000+ files 
 
maybe not all… 
 



USBStealer – Acid Crypto 

sa=/pubring.*/  
sa=/secring.*/ 
sa=/\.acidcsa$/ 
sa=/\.acidsca$/ 
sa=/\.aciddsk$/ 
sa=/\.acidpvr$/ 
sa=/\.acidppr$/ 
sa=/\.acidssa$/ 
sa=/\\ACIDInstallv.*\.exe$/ 
sa=/\\ACIDdirInstallv.*\.exe$/ 
sa=/\\Acid Technologies\\/  



The other crypto software 

sa=/\.xia$/ 
sa=/\.xiu$/ 
sa=/\.xis$/ 
sa=/\.xio$/ 
sa=/\.xig$/ 



Red October – language use 



“Proga”? 



Conversation 

8/26/2008 12:45: Смена статуса 
Whoisprotect Вы заказали выключение 
статуса WhoisProtect 

домена msinfoonline.org. Произошла 
ошибка и статус изменен не был. 

Описание ошибки: “There is already a 
pending action for this order” 

8/26/2008 12:54: 
А как можно решить эту 

проблему? 

8/26/2008 12:57: 
а в чем проблема? Что означает 
"Domain msinfoonline.org sync failed: 
Ошибка API регистратора: Локальные 
данные не совпадают с реестром"??? 



The MiniDuke 



MiniDuke - Twitter 



Target 

location 
C&C server  IP / location path on C2 

Hungary arabooks.ch 
194.38.160.153 / 

Switzerland 
/lib/index.php 

Luxemburg artas.org 
95.128.72.24 /  

France 
/engine/index.php 

Belgium tsoftonline.com 
72.34.47.186 /  

United States 
/views/index.php 

(Multiple) www.eamtm.com 
188.40.99.143 / 

Germany 
/piwik/web/index.php 

MiniDuke – C2’s 



Stage 2 – GIF files 



Stage 3 – custom backdoor 



Clues - 666 



Dante Alighieri 

Affreno, allodetta, apparenza, artigli, assunta, 
asterisk, augelletti, benedetto, brigata, caccianli, 
calliope, cappuccio, cardini, carpone, chiamato, 
chiameranno, cinquanta, cocolle, compagnia, 
concederebbe, consolare, contraria, cornute... 

3. Paradiso 
2. Purgatorio 
1. Inferno 

(Divine Comedy) 



MiniDuke - summary 

• Active since May 2012 

• Victims in 20+ countries (majority NATO) 

• Government-related: Ukraine, Belgium, 
Portugal, Romania, Czech Republic, Ireland, 
Turkey, etc… 

• Same threat level as “Red October” 

– (or higher, according to Romania’ S.R.I.) 

 



See: ‘Nassim Nicholas Taleb:  

The Black Swan’ 

The trend:  
number of ‘Black Swans’ is growing 



The 3 dangers of Cyberwar 

Ideas and techniques from cyberweapons 

can be re-purposed and copied. 

Companies become collateral victims 

in the cyberwar between superpowers. 

Cybercriminals start using weaponized 

exploits developed by or for governments. 



The truth? 

Threats are everywhere 



Threats from all angles 

 
 

Corporate Threat Landscape 



Against military grade weapons, you want 

the best available defense technologies. 

Patch.  

Defense? 

Whitelist.  Default Deny.  

Exploit prevention.  0-day defense. 

Realtime protection.  Cloud protection. 

Perimeter.  Green zone.  Raise awareness. 

Access control.  Education. 



Thank You! 


